HS128

DIGITTRADE High Security HDD / SSD

Full-Disk Encryption

128 bit AES full-disk hardware encryption in ECB mode

Access Control

Two-factor authentication using a smartcard and a
8-digit PIN on the principle of "having and knowing"
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Multifunctional

external storage of the crypto-key on the smartcard, opera-
ting system independent and bootable

Smart carld + IPIN
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Secure solution for companies and private users

The HS128 high-security hard drive enables the data protection-compliant storage, transfer and archiving of sensitive and
personal data in companies. The data stored on the HS128 is protected against unauthorized access, for example if the
hard drive is lost or stolen, and in the event of logical or physical attacks.

Security functions: Technical information:
e certified (FIPS-197) 128 bit AES full-disk hardware ¢ No performance restrictions
encryption in ECB mode N

Easy handling, maintenance and support free
e 2-factor authentication with smartcard and 8-digit e Compatible with USB 2.0 & 1.1
PIN according to the principle "possess and know o FireWire 100 /200 / 400 / 800

e QOperating system independent and bootable
e Atmel CryptoMemory AT88SC014C smart card

e Read / write speed:

SSD up to 40 MB/s
e all data is automatically encrypted in real-time by the HDD up to 40 MB/s

hardware encryption module and stored without
delay

e external storage of the crypto-key on smartcard
e Access protection to the smartcard by 8-digit PIN

e automatic destruction of the smartcard during
manipulation attempts

e (Capacities:
HDD: 500GB, 1TB, 2TB
SSD: 250GB, 500GB, 1TB, 2TB
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